“’V;Lw’
gendy

e

R A YY)

SN 318 2o 5 oy g
(L) Lo o,

an-a9 du

P 'C-e»” i, 0,90

= S _po v )iln 2 (P 22







S b

s> 83l Zfe/’ Dy v e « Koy jo 'C.;‘-'*}’-f-:)/;/ﬂ WG e | Ry

................................................................................................................. o W
............................................................................................... (o200 @20y js o0 ®
................................................................... P s pigs 83 5 syt pigay pib S pREN) J5 e @
................................................................ :_/uw/,,c%of;”oj,m,. C,w ) i ®
...................................................................... C,z, Vo Jes s y s 5,02 sas) ji e @
............................................................................................ 7980 & pTA a0 @

1O 10000000000000000000008000000800000000404000088000000800004040808 2l n, @S 2T
........................................................................................... ()) network+ »,,, ©

I 0h0aaae0000000000800000000000000080080088880000080088088088008tIRtINtIntItIttIntestsnsans (1) front-end »,,, ©
D tttaeeaattaanettttte ettt tta et tetttasttttesstesstsstsssasstsstsssasstssiassassssssassesseasss ccna.,,, *
000 100000000000000000000000000008000800080008000800080080000000000000880088008000088000800080 (C) network+s,,, ©
PP mysql ,phps,,, ©
Gl ttuitatainetitntttnntennetttattateenetasesnsestetassasestssesnssasassnsessntasassasassasanns python.,,, ®
o e htte00a000000000000000000000000000000000000000000000040080040000000000000000000000000008 sequrity +.,,, *
OB 11000000000000008000000008008000000080480880080080080480480580080080008880080480000000080808 () front-end »,,, ©
- TR PR RPN Lpic-1.,,, ®
U aneensnnanensnasaneseesuunsaneesssssseesnsueeetamnesstssburstnaRetaRaRREREIREREAARRERRRRRRESERRRSSAS CEH.,,, ©
W et iaaetaaesaeesaeestesssesssesssenssenssenssasssasssaessassssessassssasssasssanss e Sy, AT
| T P PN P P PP PPN 22, o il @
A et a eI a s et s e e taEataee s N et atetstsisssststsssssssssssssssssssstssssssssssnssssses ABPC &t ©
L IR G R U PP P PPN ﬁb@ﬁw,ﬂ/‘gu °



A i itaataeaataataatasesstaensssssssnssnssssnstnsssssssssssssassennsenss eGP y b, X
WC cassasssssssansssansassesassansesansansasansasnes (@,&o(é;bc"d;a,,r).g.Q/,@),?L‘/k.@u °

W ciriiinsiianinnsnsnsasinsnsssinssssssnssssnsssssssssssnsssansssssansesessanses g}baﬁb_/w,/%w °

1L PPPRRRRRRRRE TP I

w Wj;)@’@‘;/) @I et ®

WA iiiiastassstsstsssasssssssasssssssassassssssssssassasssssssasss b sl ) B/ 0 o K dlo > ©

| 3 . Gﬁa/,gjg,m....q; .

. o
S, %

\((v AR R R R R R R R R RN '-i/-d

. . . 9
\((‘ R R R R T Y "4’/2#'0(‘-/“-/ °

\CO ......-."---..n-----.n----.----.-.----nu.------.uJJ)&J/O/))/),.v,/?..; bﬁgfg;ﬁo/@b/‘q}j/o °

\/

WA tetentannnnsssnnsnsnsnssnsansanssansanssassansanss N ANEEANEENAEEaNIAeIaeIsNsItttesnsassttstets @ L) i) @



a3l &l

O 03 s a0 AYEY Sl [ 0l K5 0088 53 @8l (U5 035 ol ()30 o8l
Gl azi, s 5 aswi ST, a5 cllas <ol s Il awsue 2B L5 il 40 L oK
Sls &l 058 olsie Cod ol aidy ey eliiils, 5 68 e 2l b L5 ez e
Gy AYFF-F0 el p s Jlo Sl sl Az ys) als )5 s 5 Sl sl e el s ),
(i8S O smiils

BV Y0F Jle 5 o as oRasls a4 b alss Jle awsie \FOT- 00 Leaw Sl 2
el s sl g e o oke Ll ke 5 Slaal o oke :suSiils ¥ ) (o) as e

3l aalsl 1 s 3 cdlas <) a3l ghae U Cod iS5 et b oSl OMEN (555 S oy
Slosl o golamily elaml ple b oot slo aSils 4y e aSils Llez VPFO Jlo s
b i S

i 5 e 505 el 5 SN S il 5 oS psle s gle saSasls VPYY JL s
bl il b olasl 5 ol sasasls 55 VWAL Jlo S5 5 sl Cudpz 50 e O 00 &
A3 S s ol saslasls &b s ols. Olasl 2aSsls 53 4y« Wbl J ool

e poke ¢ Bl pske aaSiils a4y ol 4l ke saSiily K L AYAY Sl s
DS VE Jalee gme s b 1op 0 osls L il (2580 5550 Ve ay b 0aSCils slaws et s K50
e sEL5 b cule b oBalsl: ol (b 2ISEp 5 5 2aSls (S5 sl G
Bl e Sa S age o Gy SOLe 550 sl Il ¢ ol ¢ el ¢ S el ¢ aasy
ol oBails $F ¢ o el ae s "SI T o AT s 53 A2 GEss | a3l oL
ol oBlails ¢ iy Ay et b . a8s ol o | ol 5 o8ls e oY e g,
238 15 a8 ol o8l o iy 0 olpl (Kay psle sl 3 sy

‘__




f”}“:‘ts W 2t U,)f) e (B 00 s

@i, ¥ L ARYR/V/YY s Jle Gissel 5 Kan s olhs Jeel Cble conS b wdige 5 5 0aSils
5281 3 PYE L s s 8 el ()l astl sl 5o ol )8 pie s 3 5ealS 5 plio udige
3305 A A 3535 Lagze sb a5l 55 5 S smas 5 1 I a5 (il 8 = sl cwige i )
23 sty 4y VAN ole g S azils ulit IS i 3 4zt 5 cal o3 VPANAEYE ol Lo b
andy 5 sidls (5 pdy 4y plas) ssame Hob g ars ol Julsl 5s 45 s 4 5 e ST 1wl a8 i
Gy YWAS Sl 5 same Il ¥ o ads 5 Gy 5 3500 MBI b s (2] 5 -0l (5,58 cy oo
(oo 3 5 sl axd, B s 5 aad b 4 cals aelsl Ks Sl aw ©oe 4y 0ad sl azd s sl
s pbo u;,l,f—@l;.p g Azdy 93 53 smddls 331G AWAY Jle 5 sa ) wlis 8 0508 Lo gmidils 3
w3 8 BT o grae e Gl 8 - 5 el e

anlsl w ) g pmdils (Endy SleMbl (5ol waige 5 655 b pa g atd; 55 3 YA JL o
530 o5 Gl — el pmige ) s e 3 sty Gndy 55 AYAY Il s s 51l
B P P I QP S I ST e 5 Sldas )3 G S —plo e 5 e
Col 033 8 udige (6283 b smitils S T 4y G850 55 Slad b s 18500 oLy pnign 5 5 St
S siS ol slep&ls eSS SOz b 000 5o bt opl Mol LU S a4 YL Ll
saSils (gl g5k 5 da ) Sl o LgsT a5 — el slasslius 5 sl Lslidl s 5 e 4,
RO ”JJT JLa

Cod 008 s 43S Oy g0 58] mlis iy 3550 @815 3 oS () lame sl O L L3 sl s

258 00> S0 ol smils gl s paais Sl o 5Y BT Sl 5 8 e] S8 SMgs

—_




SNl (55l il 8 5 5eslS pige ale pane

Coyis 5 pload iz b osSU 5500 ST 1) a0 el 5 aniS el o&iils & (2l 5 cnl 5555 b oo sad

el anals aty ol 53 Jod BB 5 Shee Wbl e & Balis 5 st ol omiils 51 g3l sl
s o) Sl e )
A in i e S Sl g S S 0555 sy G i dr -

QQ%‘)&)E}&MU#&?&@Q& C,S}Lm J-ZA#LG-;(—

P8 dn) )3 paass sb il 5 b Mgty @fu'yT sl o, dJ‘}f:ﬂ -

wLGQuJ.LmA‘)éQSJ—: (-
Rl ole slis i) g 0T 31 o8 s 5 slime 5 as olsmatils Llulis

ol szmdils <8 lie by b o3 — Sldss lo oy S 5 b sl (-

A —

| I
1 I
1 I
1
1
1
//\\
” N
” N
7 Y mmmmm e
I |
| L‘gbubhsb°b
I |
I L--------------.
S I
\ /
~ P



file:///C:/Users/pc/Desktop/Alzahra.u.ITEngineering@gmail.com







soses s, 5 caio | bl J i

Sl slas 5 ol J s




JLE.G#JUWMJJ

.
a®
ll----llll""'lllllll---l-l----.--.-----I-lll""“

-
“




(oo 3l sl8E51 pale Ciden

Olgiiel mmio 8lR510 JSguelS awdige (gl 25
: pemasd
i 5 6 )85 lgs) o3l il Ol g Rl

Silutiags (sl 098l 5 05 Dilaswlons o eSS

v.sabeti@alzahra.ac.ir

o
-
(CIW)Oy Sl oo S o) giac

03,558 (ola €Sd 5 0yl 25 JWliS 1S
3 G iy Oyl Ol o OS2 Jale jusa y pmmge
Corlaiy Wangs 3 g2 b 5 jgal et g po ardaotir S35 Glais
Full Stack Web Developer s
SEO Expert
Web Security S i
Database Architect

Ardaeico@ardael.ir

linkedin.com/in/amirreza-dael

LY
Al

FANAP Siliudias 9 Olaados 35 )5 @i

Oyl Gl —Olclbl palad wiigs sl 35>
Camiso g ple oS50 S5y 455U

LA

(Business Intelligence) g )los bea

(Data scientist and researcher) 831> ple JLENYY »
(e-commerce expert) Sy =Sl O )lad awasce
(business Analyst) s Sl

m.aminid84@gmail.com
linkedin.com/in/mohammad-amini-iust




OARa g dige il
Senior Network W .
Senior Networking Consultant

Professional IT Instructor

slaclss ilge
Linux + - Published By Dibagaran
All Thing About lIS 7.5 - Published by Dibagaran

sepehri2@yahoo.com

Ldl Capail SlaEas jSe ozl pud 9 puinge

Jlizs s> sla S5 S b 5 sslie

ik siedan sls 8o sagline g (=lob

Mohammad_Gheysari@yahoo.com
linkedin.comlin/mohammad-gheysari

2581 Caduia Rl )F TgasalS pwdige yudli

Application developer
Java programmer

python programmer

AGoodDevOfficial@Gmall.com




</>




SN YT NS

Network+
o

Sl oad aslis Blosl a0 5 L gl 31 (S Ol & el e 4K 3 gl ano

-
o SleMbl & 5 g o d 5 oo paibosle gl 2, ol 352 a csly Kt Sloss oS 5 5b
ST 5 sz s w3 aSs ol 4 B 55 ol 5l sl e nalll 358 il 5 5 S2ls a3l St (510l
c sl oy gl 3 8 S HNEIWOTK 25 5el 655 cls (53 5iome eI | ol aSls 5o 050 at
S s e 00 ple 5 LAY 585 5  TCP/IPakes 51l JSG5 5« ad adl wudlis o) 4 555 cnl 5o
oS 5 ¢ S ¢ Sl Sole sl 000 dex 518l 5 b sl o s Sz Ll s Al Sa L
b (5 4Kl 4y D e sl 050 adS Sl ol s 4 FNEWOTK o 50 il 35le o bl oS el
i 1 65 elS b aSd Jsol 55 wial 3 36 o) cal 0L S e Ol pdpdils s 08L o oy cul g o s
IS5 xS S35 e 2 5 Ethernet, Token Ring, FDDI b ¢ lans 5 08 s3liza) OST Jos ) oS

8 S5 1, LAN ksl by 5,8 1515 T 6l Gus o s TCP/IP iile (¢ 5 50al8 ol 4K e sl

VY A cel )l @ AW v @ ol

Celu Ve o 90 Ouw



https://t.me/Alzahra_IT_Association/447

el g o, GIF

Sd $59my gl Y )

o md ¥ )

St ) Sl 1) e # )

WAN L gl A )

St 25 B ¥ )

Internet Protocol (IP) .0 )

s S8 5 gl Y

JJ’°‘JJ.‘L;‘“J‘~“50&“JL“J£.J_&.8)J‘ N )

Sed s s ) par B2\ Y )

0 Sl NN

)
)

oKtils / Jas 4z j:\jl&‘ab’)rb
|23 s8ils/ 5 ool ptiga A pla! b
a1 o&sls /1T Joaodl 3,6 s ksl
sl sl &sls/ 5 peal pigs S sl Ua
2 s8ils/ 5 ool ptiga Sl Kl
|p ) s 8ils/ 5 5alS pige e | 2

a3 o&isls/ 5 snealS i

OQJ?UJ# r‘ﬂ’#

Lo o &l 5 sl wigo

ol o Sl

Lo o &l 5 sl wigo

Sof Olslu ayige

Lo o &ails/ 5 sl wigo

- 5 ‘}.&

a3 o&sls/ 5 snelS wiige

6MC>BJQAMLGQM




i) s ey 15

il 33T p 905 (81 4 3959 .\ '

Network+

SUI yaaw vagod (i jh0

Ol i goize | T loi s )30

e gl glb asid el

. [PSU Y LTS
Gisag)) Ciigles s)lSas b

W i Po cult) U W19 (@
caclu Poogy b W JIAcaels 8 sbojs, O

/ 40
Wy lpte i lpil goal Usiily &
Wy lipPle 1 Il Glhssidly plw
g ol 7 ol plw

)il g elaial Pole oplisly o) ollisly Fudo )y ol s s &

oLy 31 puizo o0 sl b (]

..0...0O.....O0.0.0....0.00.....0..0...0..0.0.

w4221 90 A1 WK JUL & gt SN S’ g P i

(@) @) Alzahra_IT_Association




50 s s, ol




&ZJJ‘T s oy I8

gl Jans 55 2l ) i

Chapatils slans S B dae | N E R Gl Ky el Unra R B
\s a5l AR 2P AT L 9E e (e | Network+
VFYALSH networks+ tp el (sl fasff WS g el e el 1S s
Jad | | G | bl | i @S s U Ry
Ve . . . . v B ) i ZudS \
Yeu ' . . ' ¥ pl sl Cule y g pelaial fsiy X
Yo ¥ . . . Y dﬁ\ja‘f‘y,\ﬁmiéJﬁuﬂj(jjq T
9F )Y . . . ¥ 3 S8 s e e g 380 A ¥
Tau . . . . Y [T P L VTP 0 P, L QLITE PRIV - e &
| ¥ . . . 1 4 SR p 10D ads ypuh p el #
v . . . \ ] g snga ki se yf sile la Jlaal ) ¥
wn . . . 1 F s 1 0 pl Sl Sz A
Vou . . . v Sialpe g pie Dbt et ) e 4
N ¥ . . Al F gﬂ.h..jihll,ﬂ,dqu Ve
OIS 8 48 gy gl i

sl w_}hhuﬁ aj}:.'ﬂ i..yhuu_p.n uybm_,ua-ni.'nol

O sl 5 NS 345 Ao sa L Sl

ARG e > Lat

S s il sy 4
e 8 5 ey sty
22 bl s g5 Gl Sl s o0 48 i

-

j/ SRS 0 0050 oy st a4yl dald o0 bt




il b o GIE

AWAAL -
2AA/FN -1Y

:L/j&»&bm‘pﬁ&’}fﬂﬂfﬂd(‘ ’so" ‘ﬁ A«;Aetwork +o:;/l'sm R Y (:(;Je//
. g R 5 % "
Gumsnt 2wl Shpz v Za Ao uu’,f A I il "’”’,}n&b‘ﬂy

& . !/ 1) l.u‘bdf.a/ﬂ/u(:"g;).l ;J/L-]’; ! lu’wuu,:/" L Yoo JHAA :/ -/l/'z
x .. - - - - - . .

€n .
,_h:'db‘.(’i/’:
e N
WIS gr )
Vics-Chancsiior GRSl and Sociel Atiairs

ety (S b gtanot a1 R Gy wa By DU 3 YA
farhangialzahraacir ANIVSEY S




o) s ey 15

Front-End

Web Development

HTML oo

S5 Ol 5,5l ansly L5 3,0 L Sl Soles b 25 5e) S S s b

G oS ) 53 ey o 8T 46l e (oo i U Tl 55 gl 3 48 o

e HTML 5 o5 5 oslisal b s Olmio 21b s 05k L3 ©olge oS 5 ks]

SIS WL (a5 5 b S5 Shealind st o o pmims HTML 0L 51 les s 0 3148 05 0ol
Fosrisi ools $i5m i b K ol (S5 cilg 5 S o I3 1) s Olrio oL oSl
oy LHTML 5 o530, ol L3 wcutls sl 1, b K ulid 8 K318 Loy s LUl
5033, BHTML sl K (s, oladis Jlasl 5 ol ,m sl & %58 0 k2T CSS 3
Sl sy Cd8 5 Gy 358 o gt NS ol 2558l 350 55 e el 53 Dy me saaze sla LI58 p 5 ) ealinad
oy N el 03,8 Qo 53 4y 1) g ais ar s an i a5 53 ol s cale 5 alb s sslinad 3550 s (5SS jas
$395S5 0353 5 e ¥ 5o oles ey ol il sy 5 Cole O a5 (Blb 4 Daeiiy o S LS
el 0ad ) s slos L3 2l (5T (T 3 ) el 2 &S w8 G (5SS Sl @ cgr oS sl
a2 Lkl O a4 s Olio 5l saly L3 Ao, Sl 5 S b Sy w8 5l S Bootstrap S,
2 Sele o alulid 5 mao Gl Gl 4 cole 08 K03 15 2815 b oos ndy glbil.cwl (Responsive)
LSS (359555 15 352 50 Ol @) Sz oizmed .l ilise 5 b 525k 3 el cule g oy (il bl sl
e sy 15 JalS L5 CSS as o8 sl 3l el b o 85k o wl ot 41,1 SASS , LESS o5,0555 55
53 01 S skl s 5 JAVASCIIPE L5 5 oM Conns o 55 40l s o sgite b sl s
b e b 85 sy o n gl wlyl s ails 5 boa ol 4l Ol smes S skl
SAn 3 N G i) 5 IS B o B sl S s 5 0als oLl
530l ol by s, s AJAX 5 s jQuery b Ll 5 T cblse 5 b S

~ JQueryUl sl o5, sl 4ol ¢l 51 52 jQuery , JavaScript




L;-“’u'yT b oy il

WA cell ) ‘ VAN s Yo Sold L5 N0 ‘ g5 sbls

celu VE- 1093 D



https://t.me/Alzahra_IT_Association/505

ool s oy ilE

Jeazs Jowo s8sls /oo 4z

;:\jl&rl})‘ab oY)
l,a}!l/;_,;.;»lfr,h o)l Wl \
l,aj\/;,;.«lfw.\;g.a s kel p s Y
1231/ 5 5eelS 2 ske Sl s i
33T o &ils / 5 5uslS waige o) 5l ) Lugs ¥
12N/ 5 smalS wiiga PN o
a3 / 5 sepelS tige Sl 2l s 4
a1/ 5 5eelS o e S Jous v
a3/ 5 smelS o le nls o e A
12/ 5 smelS wiige N SPPPWAE q
|2/ 5 5ol pwaige Olsl 25 ).
12/ 5 smelS g o | ) Y
12/ 5 selS o e S LS VY
12/ 5 5aplS wiige 555 fed 185 Y
a3/ 5 amalS ke ol aabls Ve
1A/ 5 smalS o ke AU 5l Vo
12/ 5 emelS wiige e | 5 \&
12N/ 5 smalS iiga S5 Ly WY
12N/ 5 smealS wdige & e ol sl \A
1A/ 55l 2 e B Soraie \4
12/ 5 5ealS pigo Jraodl 6 SALe |25 \K
1231/ 5 5ealS 2 ske b IS abls ¥\




ool s oy iIE

—)]

web design pack

519 Lo ) ol iiigs v yhe

UlMG (S8 peiza |Tola3)l.3.3 oS

(]
gtiet canalish e pesl Html,Css,Bootstrap,Js,J query,Ajax’Ag

oleilbl (5)als JushS y¥ouals
1323} alSiusls
Liegly Cugles syliss b

N o i Po il A 25 10 68
caslu IFooyydgb W JIAcasly  gg; slojs, O

g JjpFee 1ol oall sty @

Wl a0 o 2] lgaisly polw

@log? | jp Qoo o581 gl

0l g elisl Pole oallily « 1wl slisly Fpis 5 el b Glawe &

bISa

(@) @) Alzahra_IT_Association




sl o ol




el sl oss IS

QL saiils Jas g8 Al (U ) ) s

m
r : Ay clela e u-J-‘rl
PRI G Jlﬁg;dmh ss;:.}aﬁ:ahi:.au uu'ﬁ::‘r AU La s o | Web design
™ [Py d

VYPOH web design pack ol sl el el Gutlge gl 1l e

» -

JE ] G G| hugie | Gpa | s e R
[ [ = SO ) Cis Al
i ) ' : ;. T il e 5 oLl 3, ¥
- . . : T vy OUBIA Sy 5 CVIE g ) P 5 O ¥
F2 . ' ‘ ‘ _ P I T RLT T ¥
— : . : ¥ T Ciy ) e alitd 38y pu2a 5 Sy piia 3 J S 0 gad s
gL i Y ' GHNE R 3 uDE ATA B 50 0 ke 4
o : : : Y 3 Eawagalydasija 5 piia sla Ja o)) v
v fr . + . g - R 51 7B 5 ey e A
B : ‘ . v Vr Sialpa gp papte LGy panads G e %
vy . ' £ i 5 Ihan I 2420 3 O OB T

v/ . : .

T OIS O 5 ol il i

a9 il 52548 0 g e RIS Gt S 00 4l a5 Cuda IS5 ) 4
G130 03800 88 D s e s Lobne

20 bl (o) Sia Jlasy (5 ot

LS Sl 5 o8 S e jaeb
Coredr Bl g guie LS
O3 ) (3w 63 3 )8 sl S dsh o e jue
I a3 5 el g i 928 A e 48 Gl IS

0 sl &

A 0w 8 i Ol Oy JulS Ll 5o )18, tala

Wy gnga g lalioy B Aﬁ.ﬁb‘_;_,iol.naia

a ;,u.w.us_,.nmft.dh.chwﬁulwdu“
_‘.,_Us“l.':..u,l,soa,gklmul,\s»uamu*#“*“ﬁ‘)*ulf‘vﬁ

g2 hliea Cialia 4y astall 33 sty
A Vst a5 Bl e
232 Sk ) gl s 5 g0t

<35 e oy 5t




ol gl oss I8

®ENFOLDHEALTH

@ So————

Hi, I am Emma Fold!

Your riew personal health, nutrition and fitne .. coacr

Fourt Bootxtey

@ T

GRAYSCAIF


https://www.instagram.com/p/B972QI1DEhV/
https://www.instagram.com/p/B972QI1DEhV/
https://www.instagram.com/p/B972QI1DEhV/
https://www.instagram.com/p/B975rpsjy0T/
https://www.instagram.com/p/B975rpsjy0T/
https://www.instagram.com/p/B975rpsjy0T/
https://www.instagram.com/p/B971ZOhDNHG/
https://www.instagram.com/p/B971ZOhDNHG/
https://www.instagram.com/p/B971ZOhDNHG/
https://www.instagram.com/p/B976t8ajzbY/
https://www.instagram.com/p/B974ET3j_bw/
https://www.instagram.com/p/B973a1mjyR9/
https://www.instagram.com/p/B973a1mjyR9/
https://www.instagram.com/p/B973a1mjyR9/

Aol sl oy IS

¢l alaz 51 i O¥ pame <8 8 ol Bl 0 4SS ) W Ol 008 WS eSS 0 S

s b Jole s S 558 5Ty 0sen 3,15 s I s Ol B sl e b ey b
S G 5 Kasssle 5 e il b Jlpl A8 e al) 0lrie ] 358 Sslize OY same
eS8 g sad ) Shae ool &8 CONA 0,00 aily o <8,8 ool I3 o5 Ks oY same alex |
Jolz CCNA 55 .l Cisco Certified Network Associate < le sad oS wil o S
WS 2o ) s g 31l oy 5 i 0555 s LAN S WAN (o 4 5550 3 o) 4y e

@)GJ))}JL&&MJQJL@GM-\;UCCNA JJMé‘JJé.JJL{@é;yJ;JJMJ‘

ISl dnsases JS il ave) 5o ab oleMbl zals s Network + o, 58 gl )38 0 5L -

DHCP.DNS s> 3l G s b JS olzl 5.0SI o &Y TCP/IP

WA Celu SI@ A Lses VY Cold b W At w5 S sl

CeluFe to90 O

BELS oS 2 sloas S

(S bK&jy-" j”Lu °
olesi Jlp #e


https://t.me/Alzahra_IT_Association/456

o) s ey IS

1. Network Fundamentals

2. LAN Switching Technologies

3. Routing Technologies

4. WAN Technologies

5. Infrastructure Services

alalalalala

6. Infrastructure Security

oEsils /[ ans sz Sl ol b
La /5 smelS 5 plass! g
a3/ 5 5eelS S5 sl L
|23/ 5 solS e |25
|2/ 5 seelS 0L 835,58 oY
w2l /5 sls Seld s

5T/ 5 5elS ool 56 SR e
wls / geels A3 8l dasme
123/ 5 5eelS e | g

|/ 1T Joamed) 3,6 SALe 125
Lal /5 seelS O anbls




ool s oy I8

ul 13T pgas sl 94,9

CCNA

LG s vigo? (v 00

Ol i zaize I T oles s 3y 30

(252803 ¢ale aail
iah5 )3g308l5 (waige
alGinily Oleilb) (5)olis

hajl

il ay92
oo .&‘|

Cisco Certified Network Associa‘te’k

W o gl IV cld) A 5l I

¥
3t
SN
+
=
|-
o
=
e
LY
<

sl Fo 5,9y Job I I A casl awids aw-auiiicl)

e 4w
Wby ol 21l pgual hsail,
Wby e 1Pl Qbgiily plw
@by a0 e5 91 plw

% 4. . 2 "t . ) ‘(
sigh 3 (5 exlidlye (7,55 Wbl o ()l ) allidly « Ly o)

8 ol olitd 1 pizo 5 w0 sl b 5‘

KW e T 1 o g’.l.a JUU @ gt SN S g U i

https: //evnd co/nQVal wgl 3 pb Cud S
(@) @) Alzahra_IT_Association




ol o I8




el g o, GIF

O sia aus 5 a8l il 3 gl

B I Lyl e o gl
Al A Sy A S g adigs ccna

oeNa i isel sl sinaett S s g T 0o S i

£.

)9 ) giaa S

ol e pelal S,

VAR ¥ g 5 SVISEN gy 33 U5 3

U8 S i s g0 380 Aa

CAy N Ay olitud S Sy ey e g S e gl
IR LIS 50 el

gaaga i hadise g ata sl Jhael )

e 1) 8 iy Sy S

Calia r papie by pacads g om

s il 0 ga3 5 O O

2 >| <| W €| - | =

o€ € 8 b ga 2ily b s
5 g an ) (S A a4 g g 4248 5 Ale gl AN 5 QU (pdiale s (g S S+
s i S (50 Ko ) i
I s et
O As SN 150 S G gk 8 pas Ak g Ut
Ak Uy i Al Jaus 55 535 scaudie (53158 5 K dailia Caal Cutia SIS+

TR NN P FE Y S P P POPP-L 1 PP PP ERP PURA T

j//




il g o, GIE

YAA YA gl A
SANFNFEF o led Y S

Shfise

:);U’U’"I/
. o5 / o g om i oo W
e Ao g P S i 3 I b5 CONAR & S (57 Tom s (& Vi '/u//

o+, % 3 s ;
=) ‘,:,))fuw S sk s Gkt it GG M};’hﬁ)ﬂh‘ﬁ/

S I R :
4 /):J/TUP 1274 .r’;g&'w}l P A s s N AN s amsns”
i» “ o e ® il .

Vice-Chanchiaro UTtural and Social Affairs
) g S i g s iy oy e 0 s
tarhangi.alzahra.ac.ir ANTITORY ;R




SN YT NS

Network+

Sl oad ablis Blosl a5 5 L0, e b 5SS 0I5 w55l b s L3 sl 2T
o SMB) &y 5 gy s s 5 cenlin pille sl B ol 352 4 Esl K Sloss o 00 &
SN 5 smd e e 4t Caloo 4 1 5, cnl S5 il o 0l 58 sl 5 (Rl a3l 4K g5l
I PR ST EY od s+ Network &ijyi 295 hild (g3 50ome Sl L oyl oSt gla o8 ke o
8 s e Dl sl s b a¥ lgidns. TCP/IPM Sl Jgs}j, CaSd adl (»:%UA P L R BE L ol o2
oS 5 ¢ Sl Sl b o s dex S aKs 5 s gl o s a4 s Cur 3l 5wl S b
b o i 5 85t a D e b o0 4l Sl ol & TNEtWOrK o 1 53l e 00bel 4t el
Cor 5 el Gl &Sl J ol 55 aal 3 36 00 0l LG ) e 0l 3edils s a8l o oy cal g od
IS5z S S5 ), e o 5 Ethernet, Token Ring, FDDI b g laae 5 8 s3lizal OSI Jaw 51 oS

WAl sl @ VWA STAY ol e VY @ s an gy,

Celu Ve 1o 90 O



https://t.me/Alzahra_IT_Association/574

el g o, GIF

S s3I m gl .Y )

oy i ¥ )

WSt Bl Sl gl e 5 )

WAN Ll gl A )

caw )

Internet Protocol (IP) .0 )

s 5B sl Y )

J}éb‘)j‘wﬂaéo&‘Juﬁjdt‘j‘ e

)

OSl Juw A )

S 6B g ) g2 e\ Y )

WSl Sl NN )

Btsls /' Noass azs Sl ol b Rl / leaos 4z Sk ol b

a3/ 5 aaslS o ke S Jous |2/ 5 5tlS e ol Sl
I)jl/;,;.alf s ol 1) |ﬁjl/;wlf el 5t
a5 pslS o305 o 4l La /5 S PR PRAE
12/ 5 5ealS Ol Lol |2/ 5 sealS ez el e
12/ 5 sealS o) &l |2/ 5 sualS Sbx S~ as
|/ 5 sealS S (gaa aabls |2/ 5 seelS S5 s
12/ 5 5lS S |25 |2/ 5 gelS e Sz aubls
1a/ 5 seelS Sl Ol 1/ 5 aeelS Yo Jal g 2l 1)
1231/ 5 smals S by e 1231/ 5 gmals S
123/ 5 smelS S K 123/ 5 smelS o Bl
|2/ 5 5lS e o aubli |2/ 5 5malS salas J58
12/ 5 selS 5 15 1/ 5 aeelS o Bl

1230/ 5 smalS Sl wly,




-SRI YST N-BI

! 3157 pg0s 51 8939

Jnr\ Network +

Network+ . .
\ AT~/ UL yom Sovigo: v s

Ol o gaize I T oles s 30

o @
PR sl glh e it
al&iinils oslellb) S)lis

el U 37O Culd) A 4ga P

caslw Fes9y b I (JI A cslw b i aw (O

Wl jljplee 112l ﬂ"%-,wl/ IO
@y okt v el Glsaddly polu
@lagi 1 ipk e 05l 8 plw

o o B i i il “
(’w}ipy(’:!d}hw’)coﬁ/l’pd (c)(AAA(w:)/A/JI olluaily W’ Iy Ay sy &

oLt 3 yuzo F yio sllasl b a

00000000000 0C0CC0C0CRROCCCORRORORRRNOOROCOROROOROORNODROS
@ Alz_IT_Association we ply el ceges bailgy pl Sh 60 6T 4 pl cud Sug
0......00....0.0...0......00....000...0..000..

M Alzahra.u.ITEngineering@gmail.com

(@ @) Alzahra_IT_Association




sl o ol




v,:,,_}‘,.e]- L;Lb 099 u-z.)‘)f

Ol satils Jaws 55 bl (b)) s

IFAA74/14

s yaila 3lad T T 68 el e oS Al
IFRR) a3l Sl il AT IS e oea | Networks
Y%A¥ 1S Ja Network+ iysisel Glsiae (S pew putiga 1 1S G
" W-Y] E))
Foa|  dma| buege| | oM
A% T q Ve S sal 5 giae TS \
% ¥ & 'Y e a3 e ! 0 350 y et OB Y
A% A WV Zialie g e te kald g aadd Ol e T
A% ¥ Y AR} wﬂhﬁrﬁ#d}_ﬁp'ﬂi,&w{a]&; ¥
A% Y " gy bilse s g sta s Rawl S| 0
1% Y A Vo V) g 4y 2 RSy ENE e ) 3 e pte aBde y U5 0 3 L4
V&% b & 1 b £ h) A Ty Y A el g DS Sy e 9 J RS el Y
A% v q 7 e b D S1A CS Ll s 503500 S A
8% Y ¥ \F 03 e e e i ol Sl iy el 4
1038 53 ol gt 2 i

29 Y0 e a0 esae il selilg ]

wa)ivﬂ-k-ﬁ‘)'ﬂxeﬁhwx@ﬁﬁr'& 2
;ﬁﬂ@l&luﬂﬁ,dldﬁﬂdﬂm
PR s 3
82 o JJ!—LS)uJ'erﬁ;\auatualul‘,Jr‘l&b\:n.ﬁyxut,ou-‘)Ju_,i‘,uyql& AL 4
e 2 TPLENE (S
a_,,gg:.il.lbju,

Be o, ndS 5
G IS 5 Bk Ll o sk a0 ; '
)‘;a)s_,.._mc,l_p.,.)hq.\.‘,.du..ﬁ_,lc‘,u&;l;.&d'aa_,;,:.:bu._»,sgh)lm e
s s OS4SRy Sk g
S IV AL E S ) 5 hE Clls ) Sy 48 : 2 L.
3 u.))‘,\gaua,r. ,q.ﬂ:._m.aiﬁg i § 5%
S
J_’ﬁlﬁ%h'}t\.«‘_’w‘)—‘h‘
R aial S USTIRY T KT YOy

C ARG g

S 90058 O Ol shae a8 il gy slx .7
c B Lol e G0 .08 a5 3 gy oskiil .8
QA S OV il 30 A G e 9

e r 4
Y ke clas; ;1 s 4




il g o, GIE

WA T b

MAAFITAYE 1 ojlas

s /
:”‘,;'J"l
. . o8 / ‘. ¢ s / .. - - .
g/,).‘/#““lddo‘/’" ldfo‘ﬂd/ "U’ ‘/' bet J Network + (707 lun o (fu b 4 G
; e A i _ i o i
&lun:uf.’)/.:r)/'?/'.’/bﬂ J«.:\YMJL (ﬁ“ dl-u(,{ J‘."J"'".'"'_’u?‘f m'/[)h&"‘ﬁfb

- . . X >
ST B oD TN P PN AV p ALY

y - g Soclal Affairs
i ) S p o\ o L ) v ey S S g
farhangi alzahia ac e ANTATRY S




sl sl oy IS

PHP & MYSQL Web
Development

ol bgy g ol 0y calu ol s 08 o S« PHP Hypertext Preprocessor i PH
33,55 ol 3 ol pazer Ll 03538 L1 Sl cule K sl U aws o Lo a1 05l o
HTML G wlse o Sl 0l o) sl Jae Salos lo 4o 5 penlts b DLl (o0 40l &
2 3 Nsde s o 53 PHP (a8 8 bas s ol 55w s 03 0L SPHP 58 oS 5
JEwsPHP oL e S 51 (Sl siolin LG 508 a5 o8 0 0 5 K00 g 255 L shtml
re 3 59N ge S 5 ) p-F‘ L Jole gt B 5 seelS oled 5 &S O g0 (b Sl ol 0331 O Lz )
o dPhp ol s Sl L5k 5 ol o3 g a5 b sals sl el S5y oY el 2] LG
5 oy S S el MySql, Oracle, Sybase, Solid , PostgreSQL , Generic ODBC . 5,z
Jas L PHP & MYSQL Web Development el o,55 .03b o MySql Wl cp 53,08 5

el 838 00 595 L1535 S5 5 e sWe3an & 350 sl 0lsmasls 5lussel

W JAcelo sl @ A G \Y Sl e VY @ witller by

Celufe i, O



https://t.me/Alzahra_IT_Association/560

SN TS N-BI

localhost s, L) Sl 526 5 PP s asli b o] A

php 5 mysql ol olks Jhel 5o, s .Y

T 30 aslizud (25, 5 IDE glsil ime ¥

Lol g osls glas b« osls gl ) 3 20 ¥

) axdy Oldas 5 o, S b 5 Al O ses g 0

Sl il s 5 Jll sl of Sl sslizud s 25 s GET 5 post 5,2 .8

bb‘bb&Q}b&Ud})Owaﬁ.v

BB ) slizad i s, e A

php s of solwesly s, @.l; S e B yae 8

SQL Q‘J}L&ﬁi_‘}}‘f)ﬂ .\’

SOA (5 saae b sl .Y

vV VY

Bl /oo axd Sl a0l s,
|aA/ Jeamdl 6 bl o \
Iﬁjl/lTMIiju mokadllp) Y
a0/ 5 sealS o ske Sl s v
|2/ 5 5malS A Al
|23/ 5 5ealS 23l 2 aabld I
|2/ 5 5ealS BESY WY 5
|2/ 5 sealS (o | 5 v
LoV 5 pulS & ade sl wlis A
|/ 5 5malS o e 5l S aubli 4




el s o, SulsS

Cunl 3137 pgos 51 99 59 l\- i

Server Side programming
518 L0y ol kit L yiko

(CIW) w9 il pgam pauiiS (500 gadc
Olpd S8 aoize TCToleiphd ()3

‘ ®
ptls bl e o php & mySql’Ag
el alSinily
00) 8351 5)5an U

W5y W cult) A ot

Jild a 92

- T cuslw 7o 6,9 (pr g U})AW[N (bgﬁz/lp_} @
Jhualygd
. - / A
Qg e 11wl gl wisisl, @
Wby Ve o 1Pl lgsiaily plu

(-)(Ay/' ,l}»?&- :)}/.9'} /{lw

2 /Av . 2 "l v /l- 4
Aigp 9 9 epllisly o a5 b laiblu o |l sty Aol oy o Dy ey &

Ma»! ‘,fl.a l.alSu oMbl s

sedeccee XYY Y oooooooooonooo f........

https://evnd.co/sHIXZ wg! 39 pb cud Sl
(@) @) Alzahra_IT_Association




ol o I8




ST R Y SYE SlsS

ard | g | g | o B iyt | s
Y% - \ an |Bf 0393 (Slgtme cudS N
A% b ¥ e Jliml 0go g b @ Y
. 8-% - 3 Yoy e blis g jaass fie ¥
Y% Y Y o i il i g Bl ciles | P
Y% . Y ¥ | & &plS glasye sla Jle ) B
.. 0% \ \ Y £ ohSe oVlsw 4 oSSl 5 ML &8y 5 yte Ul lie  F
A.0% A \ Y NS Copde g JyiSegss Y
2% \ O e Sl S hie s gojaSislonl A
V% % A oo kg plsloole) o oelan! L8, A

N.77% A5 4

SEWS o8 g o Jl

WS g 033 gNS 3 95 (o9l Aaits Sliwt bty 331 ke 0399 T
59585 SO ot ik o 5 (g1 Sl 45 Ml e duogi 3hie NG 4 1 0390 o 9 5 35 IS yob &0

IR

95085 ©les 3 O 125 45 0 it Fy 6 ot 58 598 3 s (g ke Baagi g 4 090 (i e IS pilyne 9 ot

B9 sl (gl sudo slams 099 Egotmo 33 IS (0 IO FLD LB 3 800 A )
WS S 35 o 0399 (31450 s 39 3 0 4o by 45 8 S0 30l 3T (399 15 030530 (il 9 998 ke 9 w95 0,99
e Mg MU e S i U 1 0399 oty K
st fien 035 5 S 03930 2 I8 13 a1y 9195 Colhe o 092

A o wlghas ) 1 01T AN b S 5 0399 oo TIT




ST N TS IS

Python

S 050 1l OF 035 asile diz o5l 0558 Sleo sad o 85 o) SO

Jled s ol Jﬂ)ﬁT 5,90 45 A3l o s Sl 15 s o s aoli 0l

ol ol o WL e 5 ael sl o 0 by 5 0 5 Ol
b GiSh) 5 b el are s gl o 5 LI b5 ar s (Gl 02 s el 0L ol
Sl b osml s aeln ol ealinal 35050 el s Shazdl sy, B Y REPRLES
R It IS - I VR C U SR UV S i VISP P

Y CRTECR-Wig o gegit SEgt PV
Cl,l:.»;@;um),:sﬁwu leqﬂjml;d:)@\%o VAN A a5 el 0L ol BB %

oS cul o caals Sl v Lol slawml ol s &Sl ppus, GB s s aU a e w5 el S 0k
S oot 5 883 0 0l s 20U 0L Sl 3 sl 83 5 2 s Yahoo 5 NASA 85 LS’ 55wl
S a5 e olsmdils ) ases g WS L 5 o o a1 0k a0 i sel S b LS
asul JJJ;‘T e et g ol 3l el 5L O3 w508 5 1K e 5 0L e s a0l
U 5RO SR 1 VS Sy VW] VP i UL L s VI | PR PR BT C g WO F PES-Wi | I S PR3
sl aatls Sled 53555 il sl iy 3 4155 e O oSS b i 4ali g oS

Sl gl Sl Ol o5k ars plnil o pie (LS &S s 5L Lo e
S sl 554 5 SSus la,lsl a5 (bise o S cole o calo ¢l 02l
N PP PSR L O P FRTW LS ST SR -

0303 b petle (6,83L oo o sime (3 sp il psle 3 sl e 0L L
SIS b el o 43550 ln led G 20 5 uS e 50
b sl 0l o5 e 3 S e 1 058k (S onl el 5L

.C«a‘bb;w‘jﬁ




sl e, G155

Wre JIAre cola 5@ VWA 63V ol e YO (@ aritony sbass,

Cele §e a9 Sl

ITTY 1 o

( 1. Whatis Python

(



https://t.me/Alzahra_IT_Association/575

gfu’yj b o5 IS

(

(

(

3. Classes
4. Using libraries
5. Advanced Python




el s o GIF

123l = 5 gerals

SBTLLs

123l = 5 geals

Obolyeym @S

123l = 5 geals

JUESOWCUOIA K IO

L3l = fgeals R
Lol = pgarals Sryare|2;
L3l = Sgeeals 8,5 plasl ligs
ol = (egran (ga o) ol aabld
L3l = pgnals plaal L3

L3l = 5 geals

G yR2> gl

L3l = 5 geals

$0LT ou ;) (§390ma (gL

Lol - alio

Sl bLs

Lol =58

Gl > bl

[l =gl yes

WM}AM

Ll -2k,

Sz Lol aabl

Lol - mbio

RN

il - (eghas Shga o)l

ssle hls L

Lol = fgals pole

ST

oy e LS

ol =gl

2% 3 Aebls

e azlys - Sousd

old Slolu 4ty oo

il - eghas Shga o)l

AT i e

Sl3T - igepals

hgyd aie |yn;

Loyl - glio o)

Swge o2 yo 0w

L3l = 5 geals

> a8

P IRSToR

A b

Il -Gy

Slao aabls

L3l = 5 geals

29 Sw o)




i) s ey IS

nfpe

oy olij @y g aalipy i{«;

U5 ¥l A b0

casl fr 0,9y Jgb Wit JI A caslo o astis gty

T
Qlagh b+ 1ol pioall gusign lusnisil @
Oy /I pEre v el @lsaily plo

@y /a7 0581 plw

¢ 4- . . "t . 4- (
g igh 5 eplidly 07,5 bl 1l ollisly Jwol jy o Dy ey &

........0...................................‘.
@ Alz_IT_Association i pl ezl coges bty pl Sh 60 6T @ plicuic
0000000000000 00000000ROCCRREROONOROOOOOOBROOROY
M Alzahra.u.ITEngineering@gmail.com

@) (@) Alzahra_IT_Association




sl o slg




o) ey IS

P

VM,

Ol gandila Jans o8 bl (b5 ) s

chasails Al S B daa | AR ) K el D e g
R YF a4 el Lo 4l AT 1Y SR8 g python

A% 1K python it sl o siae G008 e petige oot 1K IS

W Py )
el | dmal bagis] Qi | g
ATY, 3 : Y. 3 258 o s Coas 1
AY% ) . V. 1 Ot das 8 e QU 2 gy O O Y
Y% = \ ¥ o Eralia 1 o pia LES 1y ¢yt ()l 30 ¥
A% < ¥ A Y et 8 s 3 e ) 2 pla g S g e ¥
A% . Y N v B seaga b dasise o g glie SWA s 4l 2
ATY% ! \ 4 i Y g dy (Sl 5 DS ) 52 e e AAe g (1 O e P
A ¥ Y ¥ v RS iy Adsgy aind y S Sy ke y J K gl v
A \ ) ) q oot daags ) 580K e il g0 5850 Sal A
A% ¥ : 3 ¥ 0033 Qo e b i ol flal e 5 e laial i

oS S 58 oy gt il ks

Lf,aw.}_,..lu‘,';_\
S5l i oaa ok oy

UJS)J.LM.UJ-\JA (PO
r\hddlﬁ)kﬁf}nd&‘h‘d ia & bl
v e A Qulie Sialie j lld sl ol -d & i
» J-“-“"'U‘*—'-.’U’J‘A“C)L‘u-‘:).}‘li“l-.‘"i
,.s_u_,s‘_,..as,;_'.xu:.;msm.«:as
.l- > - .. -5
u.»a‘.Juu:nj-ﬂ}#ﬁuwc»)bﬁﬂdm'w“ﬁaﬁJ
ug_,uba_,guLL._,a_)‘u:gngs«S«;mlgh..a@@l

JJJMW&S&AQ‘GJJJ'}‘M

&0
33 Guia o 40 -1
Par 05l L SIS 481 s Bl K v
R IET TSP B30 53 5 33 g Dalia Cialia 4 sl A
xd,uu..t..uu,,g,swxg.h,:,a)l,.u-ﬂ
¢ A1 dda 23, 8) 00k (A 3l (B it Ly

e s 05 s e LS 21,

> ye
.M@&d)d_,@._uélxd_)gwﬁu‘

ins usips ctan ; il
A/




i) s ey 15

WA/ V- 4: o
.)“/ﬂ\VVF:o)Lu&

oA

Obm‘{lld‘z'ﬁﬂﬂfild__; b‘, u"'l i J/python J,J.U’_ )AO/",:;!E/:’ bl U’/l‘.' ’/‘1' (lnb//
: Ao p (i
wm)/.://(’{ O e 2L /'i P gj;{;vuy L{GT.,J{‘/_,,';W/)M:,U’[(:; P

et o T )
.(A'/U.ITUPMJ/J’/g)oldl)’/'llu’/.’-;"u"ﬂ AN 118 1y -/t'/ui
- - - L S

b

"")jf' l,;'gu‘p'u b{ ¢

Vice-Chancellor of Cultural and Soclal Affairs
Phaiel s S gl g e Sy e 0y U 0 8 A
farhangl.alzahra.ac.ir AATIYarY Sl




é_}f‘dbb_}}b&)bf

<Secu rity+ >
N
|

Sb s aal e clad a Jshde 5 0melS sl 4SSl ol a3 oS ol SLST gl 0503 ol

A Skl o e w5 Sl g BB G i 5 o)l A Cutel Ak L3 ety Slid &
5 &E S8 ealie fuizmen 5 ab g e Olpgad 5 L s e @S Sl el L1 e o) onl a8l
s S8 S Gk 3 5l ol & absie Gl sl el U a5l e LT g5l el
Al g5l oaly 0,2 5 Windows, Linux, Novell aob Juls gt g5 2 63s 2 p5Y sl
WSl Y s el Olag WSl il b Y el Sl o gl 0LG 5l e o sl

"\".J‘j"5‘uTu’“htﬁj&}‘erﬁuﬁj‘_&#‘dbaJ‘.\Jb|

VAR JIarre colu sl @ VWA @ VY coldd ATV @ aniay sl

CJ-L..«Y" 1090 O

S

Lb b@j‘,ﬁ.‘— Jg‘l.w )
olesi Ll



https://t.me/Alzahra_IT_Association/622

ool s o SiLI5

1. Introduction to basic security concepts and terms

2. Introduction to equipment and infrastructure (Firewall, IDS, IPS, UTM)

3. Threats, Attacks and Vulnerabilities

4. Technologies and Tools

5. Architecture and Design

6. Identity and Access Management

7. Wireless Network Threats

8. Risk Management

a2lalalalalalalala

9. Cryptography and PKI

prl Gl 1 oazs a3, | aboia Solgils li ol B,
Y 55l sl IS 5% plazo! Lige \
Sl 92 21,5 \
\ gadS [ sl S eoamals] aabils ¥
VeS| ki 5 &1 5 f
¥l igeels | gula S $5i 5l Ll 5
VU pgualS [ (il 5 bl el ?
L Ly N (e 8L Y
Vi pgualS | ol IS aaly e Sl A
Vi gaals [ (gmlit)lS OkSog,0 aly¥o A
V1 pgupalS [ (oreli 5 w7y Blad i
Y pgunalS [ alids IS (ond lgls 1)
M igualS | udia l§ 9 SAe e il
YT gl [ gualis S st 'y




ool s oy EIE

Sl 3137 pgos gl o g

(‘,gw‘n)h -olc a3
omhS Penels wsigs
alGihily Olciib) 5)plis

hajll

Jilh ayqa
it jgal

Security +
UL g rkigot i

06 8 paize [T olesplys yupse

sl Cial ilea ]

Uesy W e A3y

%
3
+
X
5
O
=
.‘_
Q
=

caslo Praygy Jsb 1o JI I P casle b il gy O

Qlat Jiptes < 123l Goall (g sigs usai) @
Olag Ll K sl @lgsiily plw

@by )l 7. :)1,9'1 o
iaigs 3 o exllily ¢ 3008 @lasbla o Lol olliily ol ¢ yy e Sg oy &

Bl IS i pizo o yobo llast ]

.........‘..................C........‘........
@ Alz_IT_Association s ply el geges Sl o150 59 T & pU Cud S
[ AR X R N RN A AR R EEN R NN R R R NREN AN NNRNNNNERENN NN NN NN

i Alzahra.uITEngineering@gmail.com

(® @) Alzahra_IT_Association




|

sl o ol




@“ﬂij s oy IS

l .
Do,

Ol saily Jas 55 b)) s

Oyl 2\l sIEndaa |8y i | Byl Uere e al
AT (B LN W il iy ATIT AT PIS e e | Security+
%AY/# S Security+ i)yl slsine S spe patipa tpate 1S mlis
(F WY .y
M | dhad | hagie | Qi | o
0% . y Y q 9 5 Siae CA )
1% . . X e 4 e dans i llae Jidl 0 gad y Ol ¥
1/%% . \ X q Sialia e pe el y panadd e X
A% . Y \ 1 e Jast 53 3 e 3 ) 0 iy Ry e ) ¥
W% . . \ " Eaosa hdaiise 5 ¢ yiia sl Jla 4l 8
V% . - . " Vg &g (2 s Sly g DA ) 3 e e A g 55 O e #
A/¥% . Y Y v O Ty ) Al ekl g uSAS gy ppae g J S 0yl v
AT NY . . Y D O Jau g5 () 580 8 28 ke a0 3800 ALy A
VA% . . \ " 033 0o 3 dau g ol Jial Cule )y eladal L)

OB e
ar PP con

ol g tan; 1 5,
AL 719 d




L;“&U‘J-‘T sl o, iS5

\YIANANY il
SAAIFITAYY ;o leds




o) s ey 15

Front-End

Web Development

HTML oo

S5 O] 5,5l anala L3 3,0 o Sl Sl sl E55e) 5 S o 2

G oS ) 53 ey o 8T 46l e (oo i U Tl 55 gl 3 48 o

< HTML 5 o5 5 eslisal b s Olmio 21b s 05k L3 ©olge oS 5 sl

SIS WL s 5 b S5 Shaalind st o o pmims HTML 0L 51 les s 0 3148 05 0ol
Sosriss ools $i5m i b K ol S5 il 53 08 o @l 1) 0 Olrio ol oSl
oy LHTML 5 ;o 0de 0,03 ol L3 ezl wals 1, o K pulid 08 K318 Ly s LUl
503 3, BHTML sl & (s, oladis Jlasl 5 ol ,m sl & 258 0 k2T CSS 3

Sl sy Cd8 5 g 358 o gt NS ol 2558l 35 s5m dla el 53 Dy me saaze sla LI5H # 5 ) ealinad
oy N ol 03,8 o 35 a1 Qs ar g a5 4SS 50 ol s Sl b s ssliul 55 s 55T es
SIS 0353 5 B ¥ 5 oS oles ey ol il sy 5 Cole O a5 (Blb & Dty o S LS
el 00 W) s slos L3 2l (5T (B 3 ) el 2 &S w8 sl (5SS Ol ) e JeSe gl
a2 Ll O a4 s Olio Gl sy U3 a8 Sl 5 S b Sy w8 5l S Bootstrap S,
2 el o alulid 5 mao Gl Gl 4 cole 08 K03 15 2815 b 3 ndy glbl.ewl (Responsive)
LSS (359555 15 352 50 Ol @) Sz iz Sl ibise 5 el 525k 3 el ol g oy (iules sl 1) sl
el s i) oS L5 €SS w48 ool il sl bs T o, 8ok 45 il st 5,1 SASS 5 LESS 5555 55
53 01 S skl s 5 JAVASCIIPE L5 5 oM Conns o 55 40l s o sgite b sl s
b ke Gy 2 s st @l 5 alo) 5 ale 5 Bod s ol Al Ol b me sl
Srra 3 N G ey s el S o5 o B dl) S e s 5 nab oLl
2ol @l sl Uiss s AJAX s jQuery L ‘_;luT PV RPN [P TSPV

~ JQueryUl sl oo, sl 4ol ¢l 51 S 2 jQuery , JavaScript




sl e, G155

Ve JIAY.e cell sl @ 94 s Y COWAA e ¥ @ adt slass)

(99 5%m 135 99,9 S35, 9 4dd 33 j9 ) dw NS 5 10 jf Cunl SO 41 p3Y) celu VFe 090 Sl

.C«-.v‘ClWéu‘wdh}éﬂ@&&ﬁujbcﬂ‘dud.aéﬂ



https://t.me/Alzahra_IT_Association/651

ool s oy I8

SRl azd vf/:l‘,JG tbspb [y
a3l 3 seals IV \
123G heelond b \
5 S smelS ¢S S8 ¥
123 =0l s b A olga ¥
Cato 5 pdeIT SEl e 0
230G Sl aabls 4
|51 5 seelS Sy 35 \
|2 - 5 el E 5 sl A
12 - 5 sealS s bl q
1o b ol s b .
Lol 3 5ualS ke Skl 4iaoe X
|2 5 sl Sl o el \Y
o plio as,l/ 5 peals i slige W
12 1= 5 sealS e 3l V¥
|2 5 smelS e & \0
I 5 el $A 5k V&
L seelS i A 4abls VY
L seelS s e A
wlie i pel§ als ! V4
12 5 sepalS S st v
1A= 5 sealS o abls i)
|23 5 sealS ks 185 Ty
wli- 5 smlS W I PPV Yy
1A= s 0k Sl A5 4l vy
ST s asle— 1T obsS Loe Yo
|l 5 elS e e vs
| A= 5 sl Ob s Olslu anbls Yy
L seelS S es 7N aals YA
ST s asle— 1T o aabls Y4
12 = 5 pealS o ke S o ol v.
1= 5 smals sl las, abls ¥\
|p 3 = 5 sealS S5 Lo Y
Lagll= i pesls Saasl e 2
o= 5 selS S Ko Lty ve




i) s ey GL15

o

Canl 3137 poos sl 8939 —]
-« Front End Web Development
5| l 3| . )
510 Loy g0l wiligos v 30
(CIW) =9 Pl poaw puis yom) gios
UG (1 2oizo IT olai)lss ()de

Vot Html,Css,Bootstrap,Js,Jquery, Ajax’ig

JiahS 1igaselS waigs
alAiiily cslelb) syglia

hayl W 5lpp P cyl) A cpop P
d‘u dyga Feosgy Jsb I JI Al casl b il ps ©

& . 7 : . -t . 7 - . ( .
d‘l.llllg-dl souuss Sy 509 (sBjg, 9 Gikn,) o, dw (M w10 I cawl J @ f/”Q
/ a0
Qg ljpden il ol wsigs sl @
Qlgs ljpf s s )l olgdly plu

why ) ipf7e :)’/9'} plw

@ Alz_IT_Association ws pl el qoges il ot K0 49 oT @ plicuic
0................................C'.........0.0

i Alzahra.u.ITEngineering@gmail.com
(@ @) Alzahra_IT_Association




i) s e, 15

Iyl sS20L 1T S e
il 31T S 5394000 (idage, (srgrm - 5

[

. f P
C”’” — Sy S S5,

=1 Lty ent SEed §
27) ohaiS

1T cpamil - ety

e de Jo o ho Jo o o o l" (T

Jo Jo o




i) s e, 15

€ 2ata 1T 12
St ATERI1S 1T el3 poparmte Lymry

Lo RS [T S POl (phmger (ommer

Sy eainth

2K ikl It ygas s

IT etk = glasidyy

Jasd i agms il cily MY gkas AaalS oz S ol
3geyd cuns)

Shgas 4ol

OSAS) s Al (ygias s

el L

330 &) (HE a5g . Al LS - 3t ralas

Cabslo G hpmen aaidld

sl pyplinn heS

g L

g o WS aplam teblg bl

Sactand taos

L s

e2sbaidy
e Jlaul dasdis taauss

)55
Sa i b aail gginn (s

1T el ~ plaady
(g plafas «f e
(uhy 2ablh

et 3l A

IT pmait = cplaanidy

G918 152 AAR ol Ml Cans) (LS

Al syl M
= =

LEES Lol MWl

(5513 Libypanl Sliaul

C”’If— Syl _pad S5,

S \Sian 15900

1 il §

IT ezl ~ yloady

WS Ly cat i

Sosss P8, aaiold
Cido gaaw 4abls
i Jlbige

LaaS lus

{19) S
1na) tabld
552 Gilah

s Siaw g

SV gu fiilo

lgigid



SN YIS NS

AP S tadioliity | Afe— 1Pl adixny | celwIfe | o100, el waise | Front end
|

(52992 9 2T)
(Sl i (Gl
AL |- 1 5 | W | oy e B %
aay - - Y Y\ ’ e bls g jaass e ¥
aeyy |- v | w | o e Jid ops g e 8 ¥
WYL |- Yol w | | Ol g hisseccla Joady ¥
S\ A pA . Y V. | W [ oM Copdo g JyiSegs O
Q¥,a7 - \ \- \Y ' e g plpsloule, o olozsl s, £

e il 5 WS Ko Tl K a3 S g i by 3 50 et 45 (I 0 j08 Sl Sl dgd w9 (e 0399 g j90T Sgaee
oo lgiis W10 AL 0390 il AT (lul & g, 0,39 ol Loi> g id (Lo g wioilgd St Jluws 19 St

S 0395 5 330 0390 jgudd sl o Sliteendg 20l 9 JolF (Gl g shiono Ol ptd SO S oy (Sl by Wbl 0,90
N ed 3o Julym (il 93 W 5 355 03kt WS 1 dlno yiid § 393 (53900 9 9900 (3951 Bl S .39y 193 S
392 2ol 5

90 § gk Dokl &3 Gl 2355 03! Jl Al 4. 23,5 03lo g5 lo o U daumo b a3 Lt 393 Sekio s

39 9991 303 S Sl > (392 i 393 (195 (5039 JF 13 Wi K0 @ 33 SYISE 3 Widtae g3 Y g g2 dduaon &

oo Olo ) 33 (995 Sl pieko (50 S99 4AAD 43 39




sl s o olf

39 0313 90T ($9,59,15 Sla JUe ofyen 4 SIS won 390 04D (o 5 993 JolF 5 2ole s (218 ol s 05

A Sy Lens paSee Slaniens ¢ 0,18 AINUE 0395 1 @ (eSS HFT. 399 e LIlae 5 St Saled L 39 (S 0 19T §edo 0393 Jles
Wnlg igeols’ HLgamidld (5152 (295 sl WD Lmimaieatd J10 1) g 0395 4 99,3 el 4T (I Sl Loguatne 334 (295 sl 0499
A A (55 Sdlnd i ool 53 ST 3D Mg T > aid

3992 ¥ 1d Jlio 95 5 Sl oo S0 1 (Jg S oF T 31 (i v 13T 0 I 0390 4501 S9arg b (5 392 (29SS 0199
e yee Sl Jlo 4l 52 Hii Rt g d

A > s

+592 (Suuio 0,393

o Slea 3 31 Hgaoo

emod gt 4liedg3 w9

#3998 4ado 9 (& sl 0,59

‘ 338 293 039 Egommo ;3
2393 Gehaio g (A Jla 093

w2399 ko sl St 3 392 95 0,99

Ao yagt 398 S92 ST Lol 333 39S S 09

Al St o ) et AT L e sl 5 A 15550 03,08 S 5b 4 s S

s 50 Cludo Shaxd 3l g dle Lwb IS (82 5L 392 See LIS SV sl b IS @ leic 392 o3lall 598 v yie Sla 0P g lalud
Al 5 il yaeT el by

S 33 (555 295 e Tk Sl g 392 (95 5 0439

D93 D 4055 HI 53 0393 1 S152 G w0 5 332 Seie 0,39

SIS ADg 1) g >l Sl 4ot (I Gl 0 L Sako jlews 0353 SLat

PG Cawd 31 gy GIAT it 45 pllnlinS 3 o 01, Wiy AT Srou. 330 eedle 0O 599 0450

D9 0313 u 5907 (5359515 Sla Jlo olr0n 4 SIS (oled 393 v (R § ND,T i 35 Zol> 9 JolF jlams (10 Shent

B0 09995 wllas 540 315 I (YL Bl 5 ple Sl (e ,F S5l 0,399 il 93 AT pllnaS 5 392 SeAe 5 e 0499

g e 0399 Sl 33 g 9510 (YL JIED, § died We;d ugianli s & aiedde (g Wl LT mgiaoli e b 31 el

SULgaiits aod g (ol )F St (STye eamidne (595571 b il aodgm H9915s




i) s ey JiIE

Artist

Leverage

vies

CEEEEEEEEEEEEEEEEEEEEEEEEEEEER

Enfold

\r\'l‘,':n"‘*iwﬂ Qt ‘diﬁ
i CallvVe olulll

Hi T am Emma Fold!

Your new personal Realth, n. and fitness.coath,

—

4EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEnna”

BN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
* L4




sl e, LIS

WELCOME TQ ENFOLD
RESTAURANT

7 b gourmet restnrint ivellatde dn M atten
Bock andine o Ml 155511234567

CEE NN NS NN NN NN NN NN EEEEEEEEEED

eiEEEEEEEEEEEE

*
.0

B T T T D R -

]
;
l

ENFOLD /I

WELCOMETO
ENFOLD MEDICAL

\
“----------------rrrrrrl"--------------------------J---:




Aol sl oy IS

ol 38 ST 1, 555 e 1L s 1444 Lo s LPI (Linux Professional Institute) (.S st oaass & siiu

JI5le 5 5 Open Source 8 sid aass Solae abil 5 il el s sty Slsle ol a Lis el 53 d s
ol e S 5 ey Jiul edlas  HP WJoU  IBMGpad (5550 S 12 a0l 5 Colas 5550 5 0 aslis
; iben 45 LPIC ol yie ot (S s S 51 1 gfzediMe Loy [Tamalsr i 5 il g 2| gr LPIC
Solae e Wy Soae gl il 83 S 50000 5 21k 1 Linux Professional Institute Certification
ol ool b s 4 G ol Koy 5wl (Vendor Less) bl e Shae K RHCE sl (o8 52
ol 02 S i )0 352 00 Sl ple ) S cnl il sl ;ﬁu Ok 45 3,5

olep b S o (o PR KV P gy pY ol & cul S 5 @‘w'fT 2593 ot LPIC-1 050
2,93 ol gty s ol b s a8 e all ol 4 1) &8 Gl slan Sy 5 S aeelS K i Sy 5 e
w5l 0T 3sus 6l Olmdils 45 358 e ax3ld 55 cusom Olsear Vo Y=00 0 5 VN0 sasl sbauS |,
et S i Jole gt (solore S50 ale slal bl U ol pzdils 0550 cul 5o a0 WS 1 o s s S Al
5 LB o UNiX 5 GNU gl; Ol siws Joli (S 51d (65 52 T b 1S U155 18 510 38 S (000K

sl LaT Bl ol S50 5 o oleidy 5 0l a cmlie o 2s ail

W INFcele ) @ AA maul YY ol e @ asion glass,
C»&Lu;’:§JijJA

Lb b@}y]— wa DLl
oles Ll 0.



https://t.me/Alzahra_IT_Association/654

i) s ey JiIE

oS 51 Jole it oo LY

oS Jele e L @L—WT o\

)

Shell laxl el 5 L sl f

6 slehome b olal ¥

)

Vi sl b kel g

LB gle Lo st slgas, A

grep bl o lsme g omiva Y )

558 nlas B (oo s piome Jlosl N+

L SKI L kel A

i RGP

Special L ksl A

ext4 -~ S G Y

b G device s \Y

s mount < e s fstab L Ll N8

Mounting .\0

s sty lp g BB sz VA

S 3, G, 2 ok Cupde Y

BASH Shell .y -

&u&;) ksJJJ‘.LG:‘..':.’W JLQ-;‘\*

shell b a .¥Y

BASH ., » b Redirector Jlel .Y\

Environment files .¥¥

s Alias L sl vy

ijL:JJALG‘M . QMO_,JD_,W*;

Shell Scripts .Yo

U3 v S e 5 515500 55 YA

GRUB J‘_}f)l.! Co pde Yy

X Windows System <. 00 ¥+

runlevel | ksl .ya

(crontab, atd ) b asl ; oy ole XY

ls process L ksl ¥

(logrotate) s LG log <. e ¥

vV VV Y

(CUPS) b K> o e ¥Y

Lrs S 5 ol conte ¥O

VvV vV




@“u’ﬁT s oy IS

sl azd vf:l_,sl’: byl Ny
o3I 5 seelS RSN \
o3I 5 seelS RSNt Y
1 5 sealS Jpde) i3t s
125 = 5 smalS RREVEP MRS f
12k 5 5eelS S gl L 0
1p k5 5eelS BYTRE ULty 3
|2k 5 5elS o ske sl s ol \4
I 5 suelS S5 bl A
(JES1[E JUiLY 7 aabls 4
L 5 sealS s b \e
12 5 sealS SwlF 22 AR
Ik 5 seelS 030 s S, \Y
I 5 suelS e |25 \Y
oo 2,1/ 5 peslS S slige %
Lo 5l 5 palS Sl 15 \0
| g 5 5ealS oL S as,s ploYs \#
I 5 suelS PSP \Y
Bl pls ol s ol \A
12 5 sealS Ol |2 V4
s131— 5 peelS PI-EEw Y-
12 5 sualS G e anbls AR
|23k 5 5eelS $of obl 4uge vy
wli- 5 5wls RWLIE I JESNVE ) Yy
o 5l 5 seelS i |yt Ye
125 5 sealS ol ande alsle sl Yo
ot S B b o vs
12 5 sealS TP LI H W Yy
o3I seelS o anblé sm YA
o 5l 5 seelS sy s LasS Y4




i) s ey IS

Cunl 3131 pgos (51 9933

U0 saaw iigod w yoo

U 3 iz I T olasyls uye

- @
Ga9aduils ale gagi) ilanda : plég-l-ﬁl W
GhS 3901805 (wsigs JH "
alSiiils oslelib) (5y0lid

e U pawltt eyl W opy P B
wl.ﬁ d“ga caelw Feos9) Jgb - 1A JIIF celw b aid oy (O

e o T >>r)/u‘ /’}’:‘/{ 2P sljg, 9 b)) ;g U"w/(')-‘-f-f WV ewd 71 cawl f’g y Y
Juit jga|
2 op I I A sl (1o aib aw ~ i) epags 10JPAY §150 oliuly
Qg7 ip0ne 1ol gl gusigs st @
Qlgs 20 Il Wlspaily plu

Gl 11207 131 s

N oliits 31 yre 5 30 St b (]

@AIz_IT_Association s pl el seges dailyy o1 50 69 5T 4 pU Gl g
000000000000 CINCROSOPCEOPIONOCEOSOEOCEOONONOIOONOONONOONONOONPROOONTODS

1 Alzahra.u.ITEngineering@gmail.com
(4) Alzahra_IT_Association




@“U’JJ sl o, i85

¢ o

Gatting Staned B

D R %G

L bl b gakaa

'C—”*" Ny SV

(sl slladls e (5,968 i Jigusels oaige gaiils ale il )

ARy e oait e LPIC--Online-Exam : ;5

c:

1. Which of the following file systems CANNOT be mounted by using the mount

command”?

A e
B via
C.swap
D 509660

Which 1f the following 1s the only required partition when Linux 15 installed?

fvar
" fete

. /boot

How would an administrator change the ownership of the directory /tmp/data/user | from

the account ‘user|”

A. chawn Amp/dat

B. chown -R /tmp/d

€. chown -R user2

LA e

1 iyl 833 ~ paystnt @ X

v skyroom.online; ch/alzakral

3

to the account "user2

AE

St o801 T WS Jigasals (awdige ma90ails (wale (saail = IDIC 1 (liool 593 & (W e

(oS i il

o) (pamd Sideg) &
pilfiu0 askld S

o

Tas 7000t {4 Tesce 1008 (Jna {4
IS A2

Caalan ity & GO (58 Ly miaagss s

)
Tala paia) DOOY ima / s




sl o olE

AT (T (5900) oueS 5 1d FTolES  1F:Fe— 1T b didnts bl Po gl souw podigo  LPIC-1

¥V . \  CRRE ' 5 0)9d (slgine CuaS )
A/t . \ Y Mas Jist oo g o o8 Y
ay/ayZ . . & 4 oo lals g jaass ol ¥
AF/BA . Y A \F $3plS alasye gln Jliead)  F
AANYYY. \ 5 A 3 NS Cupde g JiS 05 O
av/y. 7/ . \ Y Y- oo e by plasl cule ) o eles! s, 5
393 W3S oo Sl bl

398 9> 0,39 Egae 53

o oo e 508 il 15 099

o999 3b § AT (5 o Wil g 550

Wl Ll (355 4 1) patlio JUSH g w990 Sakus Mol SLiut

wgtlsf o phog QN 138 30 M 1 Hgae 398 (39S Sl 0339

2993 3o 993 (0 yueT P30 & AT g0 Job 4503 e 35T oo & 14 k0 Sl i (AU St (5 . 09 19 S § 0299
St 33 (3510532 K 4T 050 5+ T S 00 e 1950 03950 § 3 ME § 3 SO SR K AT il ey L 2395 0
T 5115 A v ke of ped Aiifgn g il Al Saigd 093> 45D afud U0, 1) baasw

oS 0 g0d 02 i g (Pl 392 00 (5 jlone 4501 DL 4 1l 39 i 9 W3S S 0,99

P9 0y e 0 955 03l gudST g pged 992 Sakuno sl S 1392 6 Sl 0499

hidgs OV fgu 5 40 5okl g Al 95 v 39 3 JolI Jaked SLit g 39 (I 9 Jbg0 sl 099

& 3ga g0 g 0398 cl 6 519 1) 45l 0192 4O 401l WD &F Gl (5153 g A W93 et v o0




il g o, GIE

VYA4/- V4 o o
SNV Lt

;;,65.-;» Sbhigd :/'//':(UMJ;'»‘,"/I 7 SLPICA £rTom » bt A7
i (N e 1 s ME
s -./&‘zui 11098 ZI ‘:’)z'{ AL W M 4‘1}' gt l.,«f’yfalzwkylj Iyf! t:'
TS G PP eI N A

Pl

gt /ﬁ

Vice-Chancellor of Cultural and Soclal Affairs
il g e ) o RS sy i Sl O
farhanglalzahra,acir ANTATARY |




TR ESTEN-31

CEH

LI sSS 5 LSS s, 2 CEH o050 a2l EC-Council S 8 Slue o 5 mre 51 S CEH S
St 2 2Ll 5002 2] sl b S b ol smiils (CEHo 55 55 0 0 4S5 des B 51 e
palizal | olesle S el Camd s (et 5 s SOy el plulid 4y 530 5 ALl s s ) 302 0 2l

ROER SR JE e BRSO W R LR - PRI CYCINIp VP DER T VIS PRI PN |

.:,:@aalajij\o 3500 b ouss el Ol el (b o503 51 ool 3L i «CEH 6,00

Vo JINFcele sl @ 443 A cold s YY @ asdon lass,

C‘.C«L.»/‘HO:DJJQCJ.\A

08 a@jyixu‘;


https://t.me/Alzahra_IT_Association/823

i) s ey 15

1. Introduction to Ethical Hacking

2. Footprinting and Reconnaissance

3. Scanning Networks

4. Enumeration

5. System Hacking
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9. Social Engineering

10. Denial of Service

11. Session Hijacking

12. Hacking webservers

13.Hacking Web Applications

14. Hacking Wireless Networks
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Using Game Theory for
Los Angeles Airport Security

James Pita, Manish Jain, Fernando Orddnez,
Christopher Portway, Milind Tambe, Craig Weslern,
Praveen Paruchuri, and Saril Kraus

W Sccurity at major focations of ecommnic or
potitical importance is a key concern aromnd P
the world, particudarly given the threal of ter- rotecting national infrastructure such as airports, historical
rorism, Limited security resources prevent full landmarks, or a location of political or ecconomic importance is

security coverage at all tines, wihilch allows
ddversaries to observe and cxplolt palterns in
selective patrolling or wmonitoring for exam-
e, they can pla at attack avelding existing
patrols, Hence, randomized patrolling or

a challenging task for police and security agencies around the
world, a challenge that is exacerbated by the threat of terrorism.
Such protection of important locations includes tasks such as
monitoring all entrances or inbound roads and checking

monitoring is important, but randomization inbound traffic. However, limited resources imply that it is typ-
must provide distinet weights to different ically impossible to provide [ull security coverage at all times.
actions based on their complex costs and Furthermore, adversaries can observe sccurity arrangements
Benefits, To this end, this article describes o over time and exploit any predictable patterns to their advan-
promising fransition of e latest fn amualita- tage. Randomizing schedules for patrolling, checking, or moni-
gent algorithms into a deployed application, toring is thus an important tool in the police arsenal to avoid

Tt praerticudar, It describes a software assistan!

the vulnerability that comes with predictability. Even beyond
agenne caltedd ARMOR ¢assistant for random-

o plenidaisistahipllt L g protecting infrastructure, randomized patrolling is important in
Aeh THCRICOTING QVET TOMCES) ML= A28 LI tasks ranging from security on university campuses Lo normal
patrolliing and monitoring problem as a e e : i i
i police beats to border or maritime security (Billante 2003,

Rayesian Stackelberg game, alfowing the
agent to appropriately weigh the different Paruchuri et al. 2007, B““'_‘_Cl al. 2005). e eamms
actions i randontization, as well as wncer- 5 == "FITSWHBERSLELEA"SA W ASALTET SSAWa sistant &
tainty over adversary types. ARMOR com- 3 that can aid police or other security agencies in randomizing
bines two key features, Honses he fastest  w their security schedules, We face at least three key challenges in
kmmown solver for Bayesian Stackelberggames 3 building such a software assistant. First, the assistant must pro-
called DOBSS, where the dominant mixed = yide quality guarantees in randomization by appropriately
strategies enable randomization; and its = weighing the costs and benefits of the different options avail-

-

.

L]

L]

H

.

L

m"”‘“:"'""g’”W”:":’""f’ mre'mfar .:'m;:!w.\ ""‘f” able. For example, if an attack on ene part of an infrastructure
::;‘;’:r;”:i"zi::;lf‘.,;::j‘:‘ ;*::":‘,::;"]m,':“':,;:: will cause economic damage while an attack on another could
straints. ARMOR fas been successfully potentially cost human lives, we must weigh the two options
deployed since August 2007 at the Los Ange- differently—giving higher weight (probability) 1o guarding the
les International Airport (LAX) to randonize latter, Second, the assistant must address the uncertainty in
checkpotnts on te roacdways entering e air- . information that sccurity forces have about the adversary.
prort and canine patrol rovtes witkin the air- = Third, the assistant must enable a mixed-initiative interaction
port terminals, This article examines the 3 with potential users rather than dictate a schedule; the assistant
Information, design cholces, chaltenges, and = may be unaware of users’ real-world constraints, and hence
evaluation that went into designing ARMOR. = users must be able to shape the schedule development.
.



https://t.me/Alzahra_IT_Association/1072

-
¥
*

« el ud 039 8 il (81 g (S3b (595 3 olatwl»

RSP PN B RCTP PN PONI S RRY PNC L PRy DRSS e

38 S s sl sl

il olin s 7 g oy g 0y oy k] Ol gl 3 bl IR gl b (531t ppr (o T pe g5 el
U o et o b ST 1 il e g 3 ocbblie o jlonl Olilline 4 457 6lisS pn (5o ol UaDMaj plad o JolST piuial gy 1 2 pedon
S gy ol S g izl 3y g Gl S 4SS g el [ (e il o LT cSlEe ol ks o |y b 5l
O T wilin g oy (slanis o ol Citlibnn Salddl 0 [y g lace polie ol 3l 2T bl (ool ot plomy S pllis U ola?
UK 4 (ol ol o sian Aan L) ole b gl i) SH 2T 1 bl ST G Al ol ¢ plize o s 1)
g7 [yl gy bl Ul gl gliws) e ol Lo Slis EG ol b 4 S a7 [y e 3 )l
wolin g 457 3 g 0l 0y lai %0 9 3,5 o il g3 e Sl b S Ol 4 D Al 5 PG S i 4SS e
ouleST fom ot e ST L Aol S8 g g e T Sy s LTI Slabl pute sy islar 2T so Calie Solal il
OT 2 45 eotiS g a3lised " (g pop S5 lSo] lionn oeld o i gy 9utsS” for)DOBSS b o " g "5, U] (il sl ottsatit
b 005 alig b tad_pa wileel Oyl b 0Ty gmen SISl daily 4 solijla oo W Ken [y 03,57 dolar o« e o577 (slag il ol
BT oy i sslie 4 T (Mo s 987305 13 100V Can bST )T odisS” Jl b orlis 350 dome (glo00 gulone ol
Mo ol Closd i peaT g s 4 0050 Glalon i )5 oy S (Gl e 5 0300 (03005 Slaoslr 43 pisjb

.—L‘JL;‘JJD;L’_-JJJ‘J 2 e JfJ L.f-‘éJJ'IIJ bﬂ{e- ‘f}%dby&:f:&k}&f

81 5 Al S S (3bhatil b b opr O 5 L 6w ) (ot oS 3 e o sty 5 51 ol
Jolb e SLOIS 1 (Bl i 15 4 o8 LT )3 5 kg b ST (Bl el Ol ol e 53 il Sl 5
OLLs 3 gdows il el cpl L oCal (s G5 038 5 5 52008 b el L agag s aan Ol il il
) sl bl il g Oliadia el 0 il San b WO plad 53 el JalS™ i g 0357 ol 5 457 dins
vy ot gl gl ol Ul S (613 o 3 95 A 4 (o BB S a5 503 S Lt Ol J g s
etotn 3 6 i 516 sl g ey (283 S0 0o g S S ol ol sl L 5 0557 S
Lgh,,_.‘.q&iﬁ.:;i: alasu ;o ol Gl Calidee Sl s ol U’Jj.;_f:.h;..a'-uﬂj Jhablis i 13 gl

000 Jledly g, YooV 0L 5 55l Ve L) a4l Sl glya b (65 0 Sl il 53 ey 03k




St el 53 b 5k &k e aex 5

s cuial o b (650 & b5 e

Xiannuan Liang and Yang Xiao

shl bl 5 g 5l

https://t.me/Alzahra IT Association/1071

Abstract—As networks hecome ubiguitous in people’s lives,®
users depend on networks a lot for sufficient communication smd.
convenient information access. However, networks suffer from™
security issues. Network security becomes a challenging topicy
since numerous new network attacks have appeared hlcreasingl} =
sophisticated and caused vast loss to network resources. Game §
theoretic approaches have been introduced as a useful tool tomw
handle those tricky network attacks. In this paper, we review the:
existing game-theory based solutions for network security prob-m
lems, classifying their application scenarios under two categories,:
attack-defense analysis and security t. Moreover, wem
present a brief view of the game meodels in those su]nliuns:
and summarize them into two categories, cooperative gamem
models and non-cooperative game models with the latter category
comsisting of subcategories. In addition to the introduction to then
state of the art, we discuss the limitations of those game ﬂleoretu:'
approaches and propose future research directions. -

Index Terms—Network security, Game theory, Attack-defense,m
Security assessment.

I. INTRODUCTION

EOPLE benefit greatly from the applications of netwcrk
technologies, but they also encounter challenges of net-
work security. Networks provide users with a convenient way g
to access information and a sufficient communication channel]

to communicate. Unfortunately, networks have many sccurity:
issues including: Internet attacks, cyber crimes, flooding De-m
nial of Service (DoS) attacks, illegal data access, data stealth,:
etc. Network attacks can cause public institutions or privateg
entities to lose money, important data, or their reputations. Re—:
ports of new hackers, cyber crimes, and cyberspace incidentsm
[1], [2], [3] indicate that network security is a cha]]f:nging:

tonic.
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘

Game Theory for Network Security

Xiannuan Liang and Yang Xiao, Senior Member, IEEE

report is sent to the network administrator and he/she will
act to stop or mitigate the attack. Some types of IDSs are
» capable of reacting to a detected attack without notifying the

administrator [6], and such reacting IDS are called Intrusion
Prevention Systems (IPSs). Two weaknesses of IDSs are that
they are not very sophisticated and that they rely on ad hoc
schemes and experimental work [7]. Due to these, IDSs need
design tools to handle sophisticated, organized attackers.
Game theoretic approaches have been proposed by many
researchers to improve network security. On the one hand, the
weakness of traditional solutions to network security is their
lack of a quantitative decision framework [8]. Game theory ad-
dresses problems in which multiple players with contradictory
" incentives or goals compete with each other; it can provide

® a mathematical frame for analyzing and modeling security

problems regarding networks. Furthermore, game theory is
capable of analyzing many possible scenarios (up to hundreds
of thousands) before determining the appropriate course of
actions [9]. This can greatly sophisticate the administrator’s
decision making.

On the other hand, security measurement [10] is an impor-
tant aspect of network security; it is an evaluation of con-
fidentiality, integrity, availability, vulnerability, and security
risks. Network security measurement is a large category that
includes the measurement of every aspect of network security.
Risk assessment [11] is one of these measures. Network
security measurements involve the interactions of attackers and
defenders, and the result of a measurement can be affected
by their interactions. For example, one of the metrics in
risk assessment for a network system is the probability of it
beine attacked. There is a need to nredict the actions of both
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Machine learning

T. M. Mitchell and M. I. Jordan
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Deespite practical challenges, we are hopeful that
public about data and the capahilities of machine
Temmiing, will Tead to insightfial designa of programs
and policies that can balance the goals of protecting
‘privacy and ensuring faimess with those of reaping
e benefits o scientific research and o individual
and publie health. Our eormmitments to privseyr and
fairmess are evergreen, but our policy choices must
adapt to advance them, and support new tech-
niques for decpening our knowledge.
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Machine learning: Trends,
perspectives, and prospects

Machine learning addresses the question of how to build computers that improve
automatically through experience. It is one of today’s most rapidly growing technical fields,
lying at the intersection of computer science and statistics, and at the core of artificial
Intelligence and data sclence. Recent progress in machine leaming has been driven both by
the development of new learming algorithms and theory and by the ongoing explosion in tha
availability of online data and low-cest computation. The adoption of data-intensive
machine-learning methods can be found throughout science, technology and commerce,
leading to more evidence-based decision-making across many walks of life, including
health cara, manufacturfr!z..education. financial modeling. policing. and marketing.

EEEEEEEEEESN EEEEEE
achine learning is a discipline focused g
on two interrelated questions: ITow can g
one construct computer systems that auto-m
matically improve through experience? m
and What are the fundamental staristical- o
tional.inf ation-th ic laws that®
govern all learning svstems, induding computers, ®
humans, and organizations? The study of machine ™
learning is Important both for addressing these®
fundamental seientific and engineering ques-™
tions and for the highly practical computer soft-®
ware it has produced and fielded across m:my-
applications. :
Machine learmning has progressed d.ramati-.
cally over the past two decades, from lﬂboramry.
curiosity to a practical technology in widespread g
commercial use. Within artificial intelligence (AT}, g
machine learning has emerged as the method g
of choice for developing practical software forg
cormpurer Visiny, speed) recognition, naural Lan-m
guage processing, robat control, and other ap-m
plications. Many dewvelopers of Al systems nowm
recognize that, for many applications, it can bem
far casicr to train a syetem by showing it exam- 8
ples of desired input-output behavior than to®
program it manually by anticipating the desired ®
response for all possible Inputs. The effect of ma-®
chine learming hac aleo been falt hroadhy across®
computer science and across a range of indus-®
tries concerned with data-intensive issues, such™
as consumer services, the diagnosis of faults in.
complex systems, and the control of Iol:istics.
chains. There has been a similary broad r:mgeo(.
effects acrass empirical sciences, from biology oy
coamology to social acienoe, as rnnchjnf.hluan\ing.
methods have been developed to analyze high- g
throughput experimental data in novel ways. See g
FIg 1 for a depiction Of SOme recent areas of ap-m
B A Fiidssnsnmnnul

A Tearmning p L il be defined as the

problem of improving

*Department of Elctrical Enginzering and Computerdy o
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“Cofresponding auther. E-maik jordantes berkeley.ecy (M.LLY

Lomumitehelifes e edu (T M.M.)

ance when executing some task, through some
ype of raining expericnce. For example, in leamm-
ing to detect credit-card fraud. the task is to as-
sign a label of “frand™ or "not frand” to any given
credit-card transaction. The performance metric
to be improved might be the accuracy of this
frand classifier, and the training experience might
consist of a collection of historical credit-card
wransactions, each labeled in retrospect as rad-
ulent or not. Alternatively, one might define a
different performance metric that assignes a higher
penalty when “framd” is labeled “not frand™ than
when *“not frand™ is incorrectly labeled “frand.™
One might also define a different tvpe of training
experience—for example, by including unlab-
eled eredit-card transactlons along with labeled
examples.

A diverse array of machine-learning algorithms
has been developed to cover the wide variety of
data and problem types exhibited across differs
ent machineleaming problems (7, 2. Conceptual-
Ty, machine-Jearning algorithms can be viewed as
searching through a large space of candidate
programs, guided by training experience, to find

by the way in which they represent candidate
programs (eg, decdsion tresg, mathematical fumo.
tHons, and general programming nguages) and in
part by the way in which they search through this
space of programs {e.g., optimization algoritlhuns
with well-understood convergence guarantees
and evolutionary search methods that evaluate
successive generations of randomiby mutated pro-
grame}). IMere, we focus on approaches that have
been particularly successful to date.

Many algorithms focus on function approx-
mation problems, where the task 15 embodied
in a function {eg, given an input trancaction, out-
put a “frand” or “not fraud” label), and the learn-
ing problem is to improve the accuracy of that
function, with experience consisting of a sample
of known input-output pairs of the fanction. In
some cases, the function is represented explicit-

dy.asapﬂ:amﬂerjz.edﬁ:rm.onzl form; in other

m&‘l\e function is implicit and obtained via a

search Stga.exa a factorization, an optimization
*
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